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ABSTRACT

Every day, the network transfers millions of images. In this paper the attempt has
been made to to suggest a method to transfer the photographs securely, because some of
them are private and confidential. To transmit images safely, cryptography is essential.
This paper provides a secure image encryption method based on finite field theory. We
consider a finite field containing 257 elements. A provided domain is a set in which
multiplication, addition, subtraction, and division are performed, just like with any other
domain. The algorithm was performed using multiplication and division. We consider a
finite field containing 257 elements, integer modulo p when p is a prime number, which
provides the most common example of finite fields. In our case p = 257. We apply it to
multiplicative ciphers to encrypt the binary data in images byte by byte. The proposed
model was tested on various images. Information entropy, the correlation coefficient
between adjacent pixels, MSE and PSNR were also measured to assess the complexity of
encrypted images.
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1. Introduction

The practice and science of hiding communication from attackers by storing and
transmitting it in a format that is unrecognizable to them (Alanazi et al. 152). Many
cryptography algorithms depend heavily on finite fields. It can be shown that a finite field's
order or the total number of its elements Combined with the arithmetic operations modulo
n, the set Z, of integers {0,1,...,n— 1} is a commutative ring (Stallings. 109). The
method that is widely used to protect data or information. In order to prevent unwanted
parties from understanding the message, cryptography encodes it in cipher text form.
Encrypting or ciphering is the process of encoding a message. The multiplication cipher
will be used to encrypt data in the framework under review in this study. Currently,
extensions for multimedia files that are encrypted are taken as pixels in size and a byte, or
8-bit characters. This applies to both text files and graphics. These values and the
components of the set Z,5¢. In other words, the ciphering algorithms encode the images
and the ciphered texts using the results as modulo 256 values. The message alphabet is
then similar to the ring Z,54, which unfortunately has a number of zero-divisors, and is
equal to a set ={0,1, 2,...,255}. It is not recommended to use this ring for cryptography
(Ali-Pacha et al. 213). By using 257 instead of 256, we considerably increase the
robustness of these cryptosystem methods.

2. Literature Review

The Caesar cipher is a basic substitution cipher with historical significance. Julius
Caesar, who employed this code to communicate with his in-group, gave it his name.
Every letter in the plaintext of Caesar's messages was shifted three positions to the right in
the alphabet to create the message's encryption. Shifted alphabets are the foundation of this
cipher (Keshta. 298).

The following function is used to perform the Caesar cipher encryption operation.
E(x)=x+k)mod26 ... (1)
Where x is the numeric equivalent of a plaintext letter.

The following function is used to perform the Caesar cipher decryption operation.

D(c)=(x—kmod26 ... ()
Where c is the numeric equivalent of a ciphertext letter.

A Decimation Cipher is similar to a Caesar Cipher but it uses multiplication, rather
than addition, by a number key. In order to assure a one-to-one correspondence among the
letters of the alphabet, the key number must be relatively prime to 26 (Luciano and
Prichett. 2).
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The following function is used to perform the Decimation cipher encryption operation.
E(x)=(x*k)mod26 ... 3)

Where x is the numeric value of a plaintext letter, and the key number k.

The following function is used to perform the Decimation cipher decryption operation.

D(c) = (x*k™mod26 ... (4)

Where C is the numeric equivalent of a ciphertext letter. In general, the deciphering
key is the multiplicative inverse modulo 26 of the enciphering key k (the inverse must exist
since k is relatively prime to 26) (Luciano and Prichett. 2-7).

In (Hana. 213) has proposed a new technique using the affine ciphers with the
modulo 257 (as an initial permutation) in any specific algorithm of ciphering to convert a
finite set with zero-divisors into a set with no zero-divisors, which is an integral domain. It
is clear that employing 257 instead of 256, increased the capacity of the indicator of Euler.
The multiplicative Caesar cryptosystem or affine encryption are two examples of
cryptosystems that can benefit from this feature.

In (Keshta. 298-307), three programs based on Java, C++, and Python developed to
implement the Caesar encryption algorithm are proposed to help information security
students and help them understand this basic algorithm. An encrypted message aims to
enable the recipient of the message to receive it correctly and prevent snoopers from
understanding it. Cryptography is the art and science of converting an original message
into a completely unreadable form. The two methods used to convert data into unreadable
forms are the transformation method and the substitution method. Caesar cipher uses the
substitution method.

3. A Proposed Image Encryption
A Decimation cipher has the following function:

E(x) =(x*k)mod 256 ... (5)

In addition, the Decimation cipher decryption operation has the following function.

D(c) = (x*k™YHmod 256 ... (6)
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In our case, we use a modified Decimation cipher as follows.
E = ((&x+1D+k)mod257) -1 ... (7)

Where x is the numeric value of a pixel and the key number k.

In addition, the modified Decimation cipher decryption operation has the following
function.

D(0) = (((x+ 1) xk™)mod257) =1 ... ®)

Where c is the numeric value of a cipher pixel and the key number k.
4. Results AND Discussions

We use several key values to verify the Decimation encryption. We are also focusing
on grayscale photos, where each pixel can have a value between 0 and 255.

For this dimension, we selected the "Lena" and "Bird" photos. Fig. 1 and Fig. 2 show that
there is more confusion in the plaintext picture when Decimation encryption is used with
modulo 257.

(A) (B) ©

(D) (E)

Fig. 1 (A) Original Lena image, (B) Encryption image with key 50, (C) Encryption image
with 100, (D) Encryption image with 150, (E) Encryption image with key 200
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(A) (B) ©

with 100, (D) Encryption image with 150, (E) Encryption image with key 200

A. Entropy

Shannon's entropy is a function created by Claude Shannon (Ali-Pacha et al. 216,217). It
is a mathematical function that it measures how much information is in a given source of
information. Entropy is a measure of the amount of information needed for the receiver to
understand what the source has transmitted. Each symbol in a random variable X with n
symbols has a probability of P, appearing, and the entropy H of the source X is given by
Hx) = —Y",P log,(P), P =2 ... (9)

n

Where V; corresponds to the frequency of each number i.
Table 1 and Table 2 display the cipher image’s various entropy values.

Table 1. Entropy for ‘Lena’ image

Encryption Plaintext Ciphering
key image image

50 7.46203
100 7.46203 | 7.46203
150 7.46203
200 7.46203
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Table 2. Entropy for ‘bird image

Encryption Plaintext Ciphering
key image image

50 7.63785
100 7.63847 7.63791
150 7.63791
200 7.63791

The entropies of the original image and ciphered images are shown in Table 1 and Table
2. According to the entropy analysis done in Table 1 and Table 2, we can see that the
entropy value of the cipher images has the same letter frequencies as the underlying plain
images.

B. Histogram analysis

The histogram is calculated using a discrete function that relates the number of pixels that
correspond to each intensity value. To calculate the histogram, the number of pixels for
each intensity in the image are counted. The histogram can then be viewed as a probability
density (Ali-Pacha et al. 218).

Fig. 3 shows the histogram of the plain image and cipher image for the "Lena"
image with a variety of keys, and Fig. 4 shows the histogram of the plain image and
cipher image for the "Bird" image with a variety of keys. We can observe that whereas the
frequency distribution of the pixels in the plain image fluctuates significantly, those in the
cipher image histogram are divided equally, which shows that a good encryption image
was produced.

(A) (B) ©
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Fig. 3 (A) Histogram of Original Lena image, (B) Histogram encryption image with key
50, (C) Histogram encryption image with 100, (D) Histogram encryption image with 150,
(E) Histogram encryption image with key 200

(A) (B) ©
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(D) (E)
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Fig. 4 (A) Histogram of Original Bird image, (B) Histogram encryption image with key 50,
(C) Histogram encryption image with 100, (D) Histogram encryption image with 150, (E)
Histogram encryption image with key 200

C. Correlation Analysis

The pixel values in typical images that we see on a daily basis are highly correlated with
one another. A good cipher image will have very little correlation to the pixel value of its
neighboring pixels (L. Singh and K. Singh. 479). The range of the correlation coefficient is
between 1 and -1. If the correlation reaches 0, the variables are not correlated (Ali-Pacha et
al. 219). This metric can be calculated as in equation (10) (El-Samie et al. 35,36). We can
select all pairs of two adjacent pixels from both the plain and encrypted images to measure
the correlation coefficient. The relationships between the two diagonal direction pixels in
the plain and cipher images are shown in Table 3 and Table 4.

_ cov(xy)
Iyy = oG e (10)

where x and y are the plain- and cipherimages. In numerical computations, the following
discrete formulas can be used

EG) =:%lix (11)
DX =1%oy —E®) e, (12)
cov(x,y) = %Z{zl(xl — E(x))(yl — E(y)) ............... (13)

where L is the number of pixels involved in the calculations. The closer the value of ryy to
zero, the better the quality of the encryption algorithm will be.
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Table 3. The correlation coefficient for the ‘LENA’ IMAGE
Encryption Plaintext Ciphering
key image image
50 0.03132
100 0.90193 | 0.01653
150 0.01214
200 0.02047

Table 4. The correlation coefficient for the ‘Bird’ IMAGE
Encryption Plaintext Ciphering
key image image
50 0.10077
100 0.93279 0.05845
150 0.09298
200 0.09817

Table 3 and Table 4 show the correlation between two diagonal adjacent pixels of the
clear and ciphering image. It is seen that the neighboring pixels have a strong correlation
in the clear ‘Lena’ image correlation (C= 0.90193), while there is an average correlation

(C = 0.02012) in the cipher. Whereas the neighboring pixels in the clear ‘Bird’
image have a strong correlation (C = 0.93279), while there is an average correlation (C =
0.08759) in the cipher. In the "Lena" and "Bird" images, the poor association between the
two neighboring pixels makes it hard to break our cryptography system.

D. MSE AND PSNR Analysis

Peak Signal Noise Ratio (PSNR) and Mean Square Error (MSE) between the original
image and the decrypted image, are both metrics used to evaluate the performance of
image encryption algorithms ) (El-Samie et al. 38,39). The PSNR which is determined by
comparing the original image and the decrypted image was used to assess the decrypted
images' quality at the receiver which is defined as follows:

[255]

PSNR = 20 IOglo \/ﬁ
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Where MSE is calculated by
_ 1 256 }1256 2
MSE = ——=3E0 V20 (A — By)™ (15)

Where the decrypted image's pixel value is Bjand the original image's pixel value
1S Al] .

Table 5 displays the calculated MSE and PSNR of the tested plain images versus the
decrypted images (Lena and Bird). Values for MSE are zeros.This demonstrates the
effectiveness of the suggested plan.

Table 5. The performance of the proposed Multiplicative Cipher using MSE and PSNR
security measures for different gray images with size 256 x 256

Plain Meas | Decrypt | Decrypte | Decrypte | Decrypte
Image | ures ed d Image | dImage | dImage
Name Image | with key | with key | with key
with 100 150 200
key 50
Lena MSE |0 0 0 0
PSNR | Inf Inf Inf Inf
Bird MSE |0 0 0 0
PSNR | Inf Inf Inf Inf

5. Conclusion

This paper attempted to describe a method for encrypting and decrypting images
based on a finite field. The goal of this study is to convert a finite set containing zero-
divisors into a set with no zero-divisors. The idea, based on this result, is to use the
Multiplicative Ciphers with the modulo 257 to extend the number of keys that are used to
perform encrypt and decrypt process. This is to increase the security of the specific
encryption algorithm. In addition, It is shown that the values of MSE between decrypted
image and orginal image are zeros values, which means that the decrypted image is the
same as the original image and indicates that the proposed technique is efficient.
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